Mobile phones have been playing a very significant role in our daily activities for the last decade. With the increase need for these devices, people are now more reliant on their smartphone applications for their daily tasks and many prefer to save their mobile data on a cloud platform to access them anywhere on any device. Cloud technology is the new way for better data storage, as it offers better security, more flexibility, and mobility. Many smartphones have been investigated as subjects, objects or tools of the crime. Many of these investigations include analysing data stored through cloud storage apps which contributes to importance of cloud apps forensics on mobile devices. In this paper, various cloud Android applications are analysed using the forensics tool XRY and a forensics taxonomy for investigation of these apps is suggested. The proposed taxonomy reflects residual artefacts retrievable from 31 different cloud applications. It is expected that the proposed taxonomy and the forensic findings in this paper will assist future forensic investigations involving cloud based storage applications.
INTRODUCTION
Methods, techniques and strategies must be implemented to not only defend or protect these mediums but also to ensure their forensics readiness (Mohsen Damshenas, Ali Dehghantanha, Ramlan Mahmoud, 2013) . The fast pace of change in mobile and cloud technologies mandates utilising many different tools and techniques for investigation of these platforms (Daryabar & Ali Dehghantanha, Nur Izura Udzir, Nor Fazlida binti Mohd Sani, 2013). Previous researchers (A Azfar, Choo, & Liu, 2016; Abdullah Azfar, Choo, & Liu, 2015a , 2015b have carried out experiment on applications to determine what user information or activity the average applications collects with a view to improving the forensic understanding of the tested applications by creating taxonomies from their studies.
The taxonomy created in this paper would aid in investigation of cloud based storage applications and reflect residual artefacts of 31 different cloud apps on an android mobile device which aids in correlation of evidences between user's activities and remnants of cloud applications resided on the device.
The remainder of this paper is structured as follows, firstly, the experiment set-up which details the cloud storage applications, environment, devices and operating systems used. Secondly, results and discussion which illustrates our findings and end results of this experiment. Finally, the paper is concluded and several future researches are suggested.
EXPERIMENT SETUP
In order to select cloud storage application that would cover majority of users, two major criteria were considered, targeting free applications and also the user ratings for the cloud storage applications. This gives basis for strong and efficient cloud storage application taxonomy to be developed. Free applications were selected as majority of users would rather download the free cloud storage application as they do not require commercial services. In return of search query "cloud storage applications" 240 free Cloud storage applications were shortlisted and only 31 were selected from these based on their user ratings and download numbers (Falk & Shyshka, 2014a) . 31 applications which best fit the selection criterial were chosen. 31 cloud storage applications are deemed adequate in accordance with previous works (Yang et al., 2016) in the forensic investigation of cloud storage services.
The selected applications can be found in appendix 1.In this paper, Android cloud storage applications were examined using the popular forensics tool MicroSystemation XRY (version 6.16.0) from MSAB on a Windows operating system (Win 10 Pro). Cloud storage applications were sourced from Google Play Store. Applications selected are all available and free to download. The applications were picked out from a pool of over 240 cloud applications (the total number of cloud applications on google play as at 10/03/2016) however the scope of this project only focuses on cloud-storage based applications.
A sheer number of users utilise those popular apps daily, analysing those apps would cover a high percentage of possible cases that may require forensics investigation, there might be a good chance to examine vulnerabilities that could be exploited by cyber criminals under any circumstances. When investigating mobile devices that are likely to contain data which could be decisive in criminal investigations or which can be presented as forensic evidence, it is expected that files and applications that have been executed or transferred on the mobile devices can still be accessed if the need arises. Files and data on devices can still be retrieved from mobile device even after they have been deleted. The data extraction tool has the capability to pull out data that has been removed on various applications depending on the security and technological level of the application. XRY (version 6.16.0) is installed on the machine in order to carry out the forensic extraction and analysis legally. The Asus Nexus 7 Google tablet was used for the running and analysis of the selected android cloud storage applications. The analysis was conducted on Android operating system version KitKat (4.4.4) due to the difficulty the XRY tool encountered trying to capture after upgrading Asus Nexus 7 Google tablet to the latest Android version Marshmallow (6.0.1). A version downgrade was required in order to resolve this issue, the downgrade was done using Nexus root Toolkit (2.4.1) (Nammi, 2014) .
Factory reset was carried out after examining each cloud storage application, this was done to ensure that no interferences or mix up from previously examined applications was recorded as part of the result for the subsequent application examined. This technique also eliminated the possibility of any dataset remnants from the previous examined application will not be carried over to subsequent data extractions thereby guaranteeing a more accurate investigation.
The Nexus Root Toolkit (2.4.1) was used for the rooting of the Asus Nexus 7 Google tablet, this toolkit is widely used for rooting Nexus devices and furthermore as XRY was unable to automatically root the device (Mushcab & Gladyshev, 2015) . Operating system vendors have restriction on the privileges, access and rights that normal users do not have the authentication to access so in order to gain maximum privileges and full control of the Android operating system (Android 4.4.4 (KitKat)). This would allow access with root privileges, applications on the device can now run with privileged commands hereby giving access to control the CPU and Kernel of the device (Swift, 2015) .
In order to sniff only network traffic generated by the examined applications and not by other services and programs running in the background, an separated hotspot was created in order to avoid interference from devices or applications on the same network. Similar to authors of previous works (Park, Choi, Eom, & Chung, 2014) in creating a hotspot in order to meet this very important pre requisite. The Asus Nexus 7 Google tablet was placed on a separate network established using Connectify (2016.0.3.36821 Pro) which allowed having a hotspot with specific IP addresses and this separated the Asus Nexus 7 Google tablet's IP address from the local network. It must be exclusively network traffic between the applications and their communications between the Asus Nexus 7 Google tablet, and the server on an isolated network.
As done in previous researches (Ashraf, 2013; Lo, Qian, Chen, & Rogers, 2015) Connectify was used to set up a hotspot connection, which connects the tablet to the laptop and separates it from the main local network, the laptop then works as a server or a gateway for the Asus Nexus 7 Google tablet and hence making it easier to monitor the traffic sent from the Asus Nexus 7 Google tablet to the server. Wireshark (2.0.2) was used to monitor and capture the traffic of the Asus Nexus 7 Google tablet on that specific connection. The IP address of the Asus Nexus 7 Google tablet is fixed (192.168.121.103) as used for this project. This IP address would serve as the source while the IP address of the server is (192.168.121 .1) as it works as a gateway for the Asus Nexus 7 Google tablet. Wireshark (2.0.2) has also been used by (Ashraf, 2013) for sniffing network traffic in similar forensic work.
For appraisal of data extracted by the XRY tool for this experiment, a forensic dataset was chosen and files were selected based on certain criteria and utilized for the purpose of the experiment. The chosen files were adopted as exhibits that would be uploaded for every cloud storage application. This gives a fair and accurate ground that the files and documents used are of optimal integrity and were compromised to alter results. We chose the EDRM dataset which provides industry standard reference dataset of electronically stored information (ESI) used for forensic and other e-discovery works (EDRM, 2010). Specifically 11 files of different formats and extension, the files chosen were based on the need to cover the most common file extensions and types which cater to different media and document contents. In line with works by authors Dehghantanha, A Daryabar, F. et al. (Daryabar et al., 2016) who made use of the EDRM dataset in their forensic research on similar cloud storage applications. The dataset is exhibited in the appendix 2 of this paper.
DISCUSSION
Extracted data from each application were examined and the datasets were identified, presented and documented. These traces, effects and remnants of the files together with other activities or action by the cloud storage application on the Asus Nexus 7 Google tablet were tabulated.
The reason behind choosing the corresponding multimedia files for this experiment, is due to the fact that forensics investigators usually tend to capture multimedia remnants from the suspect's device, this will most probably be used as a proof of evidence in the court, files like images and audio files contain a lot of sensitive data, one image could simply open or close the case. Documents are of a high importance too, in the real world, many leaked documents contained a sheer amount of sensitive data, and that is due to lack of proper security for these documents. Having put documents of certain information in this experiment, helped us track that information while searching for the documents' remnants among the extracted data. Often when the documents are deleted, they leave behind some remnants which sometimes can be in a readable format, even though the data may not be complete, it sometimes gives an indication on what the full information was. Supposedly, in a real life's forensics investigation process, a suspect's device is used to store a couple of documents on the cloud, any retrieved information from the document file may hold a high amount of valuable information that could be presented as a proof of evidence.
Internal storage contains installed applications and their data are stored on mobile devices and sometimes they leave some remnants, this information can be potentially sensitive or incriminating therefore they play a pivotal role in the forensics investigation of suspected mobile devices in cases of law prosecution and forensic investigations of such devices.
Internal memory though volatile in nature, is much faster to write to and read from in comparison with other forms of storage such as hard disk drives. Data in the internal memory normally remains intact while the device is powered on but loses it when the power goes off (Microsoft, 2006) . This previously hindered forensic investigation of such part of the memory but with the advent of tools such as XRY it is now possible to recover some of this data through acquisition. This is also shown in Appendix 3 in the remnants column (those remnants were found in the internal storage as cache files) Network analysis is important to monitor, capture and analyse network traffic packets which hold network information. The network analysis provides investigators with relevant IP addresses, ports, protocols and URL's assessed by the cloud storage applications as well as attempted connections (Shimonski, 2013) . This can prove to be vital information in tracing criminal activities. Appendix 4 depicts some of the network traffic observed when these applications were sharing files on the internet.
The protocols used by these applications were identified and listed with check marks denoting which application makes use of which protocols; these can be crucial for forensic investigating and ethical hacking of devices and networks. The UDP stream from the DNS and MDNS show paths taken by some application when users upload content unto the cloud via their application, these paths can be used varying and specifically based on the motive for investigation, analysis or monitoring network traffic. The streams give a little insight into the kinds of information that these applications generate as they peruse the networks and store user content on the cloud platforms. As shown in Appendix 4 some of the applications display the paths they take during installation, registration and running of services. Few applications leave traces in plain text of their origin website, which is likely to be the provider which hosts these cloud services.
RESULTS
The applications examined share a similar criteria, each application stores data on the cloud so it could be accessible by the user either from the phone (device) or using a website (in most cases). Some applications selected use a third party cloud service in order to store data on the cloud, which may come in handy especially when the app offers other services like managing files or exploring the phone's storage.
Typically, each application requires a sign up in order to use its cloud service, and for most applications, we were able to upload data on the cloud from their home website.
For better results, we ensured that the dataset was uploaded to the cloud service using a different device other than the tablet, to avoid having remnants from the internal storage interfering with the data retrieved from the application itself, even though XRY lists out the data found and the path of where the data was found particularly. Remnants found on /mnt/sdcard/ are discarded, for some applications the dataset sample was transferred directly to the tablet, and then uploaded to the cloud application, which is why some remnants could be recovered from that particular path and not from the app itself.
Database
When extracting the data, we noticed that some applications generated db files and stored them in a particular path within the internal storage, among the experimented applications, 15 apps generated db files in the internal memory, and the following is a list of the apps along with the paths where the db files were stored: The applications intended here are under both groups 2 and 3, as applications from Group 1 did not generate any db files.
Notice that the path for this particular file, always shows same directory names: "data/data/generated_file_name/databases/" this kind of paths is inaccessible to the user. Check Appendix3 for more information on the applications and their db files.
Storage
The artefacts retrieved from the dataset are usually found on the internal storage folder which is accessible by the user, such as the pictures folder, the music folder and so on. A good observation would be that some images were not retrieved and yet their thumbnails were, and from a simple thumbnail a lot of information may be obtained during the forensics investigation process, it may not show all the details as the number of pixels in thumbnails is obviously much lower than the those of an original image, however, using some image processing tools, a lot of evidence could be extracted from a simple thumbnail.
The following lists the findings of the extracted data within the internal storage, which includes Pictures, Documents, Audio files, and Web files.
-Pictures
We were able to retrieve images from some applications, as mentioned before, those retrieved images may not have the same size, resolution and file details as the original ones, however, those images were viewable, and are enough to be shown as evidence for forensics investigation purposes. The following applications showed recovered artefacts (i.e. original pictures, thumbnails, cache images):
See Appendix 3 for the full list of applications and their respective findings.
-Documents
For some applications, the following documents were retrieved from the internal storage and were in a readable format too: .doc, .pot and .pdf. Most apps did not show any retrieved document files during the extraction, except for a minority of apps, those are as follow:
A variety of applications stored web files from the correspondent dataset used in the experiment (.xml and .html) in the internal storage and hence it was retrievable and readable too. The apps are as follow:
The audio file from the selected dataset was recovered from a minority of applications only and was playable, those applications are:
Upon analysing the extracted data, the path of the retrieved audio file showed the following: "mnt/sdcard" that is an evidence of the existence of data or artefact on the internal storage of the device, and is accessible by the user. While the path "/data/data/" may not be accessible by a regular user, but that is not the case for any forensic investigator examining the device for evidence. Appendix 3 illustrates these results and clarifies the retrieved files for each of the 31 applications.
As a conclusion to these results, we can state that based on the amount of files retrieved from each app in this experiment we could categorise them into 3 groups according to how much data (artefact) was recovered, the first group of applications showed no recovered data on XRY, which we will classify in this paper as (Group 1), while some applications generated database files in the internal storage only while the files from the dataset were not recovered, we call this group (Group 2), and finally (Group 3) showed database files as well as most of the data stored in the cloud was retrieved. As shown in Table 1 , cloud applications used in this experiment can be categorised into 3 groups. 
Applications Classification

Figure 1: Classification of data in this experiment
The diagram in Figure 1 illustrates the classification of data recovered during this taxonomy forensics experiment, some applications showed a lot of recovered data, while others showed no trace of those files, this diagram facilitates an understanding on how to categorise and tabulate the data recovered. This Taxonomy was coined from the intricate analysing of the recovered remnant from the extraction processes. It is a comprehensive and relevant taxonomy in the field of cyber cloud forensics. This is depicted in the detailed results and discussions sections of this paper. 
CONCLUSION & FUTURE WORKS
Mobile Forensics, and specifically Android Forensics, continues to be a growing field of research. As the Android platform and its architectures continue to evolve, the current research will facilitate forensic investigators in recovering sources of evidence (Martini, Do, & Choo, 2015a , 2015b Shariati, Dehghantanha, Martini, & Choo, 2015) .
The main purpose of this paper is to contribute to the forensics field and particularly the Android mobile forensics. With a taxonomy experiment on Android cloud applications, we deem its necessity in this particular area of research as the taxonomy for cloud applications is minimal. Using the taxonomy and forensics model, we conducted a fundamental analysis on 31 popular cloud applications; the findings are tabulated and presented appropriately in the Appendix section.
Finally, as part of our future work, we intend to examine other cloud applications on other platforms (i.e. IOS) and devices, and push the investigation by performing physical data acquisition on those apps in order to capture dumps from the device's memory which may lead to even more promising findings. However, more research is still needed in order to provide better directions on addressing different challenges of mobile forensics, and prompt further discussion on the development of different forensic taxonomies in variety of contexts. Aminnezhad, A., & Dehghantanha, A. (2013 
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